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Category Name CSS Design Actionee Project (Moore) 

Sub Category Related RIDs 
Subcategory ID 

Subject DCE Security Server 
Description of Problem or Suggestion: 

The current security policy is too weak. The security servers are currently planned to be co-located with 
numerous other CSS & MSS services. This means that many people will have login access to the machine, 
which is contrary to recommended practices for private-key based security services and physical and network 
isolation of security servers. 

Originator’s Recommendation 

Isolate the security servers on a dedicated system with limited login access and no network mounted software 
or data. 
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